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EXECUTIVE SUMMARY 

This report presents the methods and results relating to tests conducted at the Power Network Demonstration 
Centre (PNDC) at the University of Strathclyde (UoS) for validating the Enhanced Frequency Control Capability 
(EFCC) scheme. This work is part of the EFCC project led by National Grid under Ofgemôs Network Innovation 
Competition (NIC) funding framework.  

The EFCC scheme has two main operational modes: wide-area mode, used when wide-area communication 
links are available and with sufficiently good quality; local mode, when the wide-area communication links are 
lost or have relatively poor quality. The Local Controller (LC) within the scheme can also be intentionally set to 
operate in local mode if required. The test activities at the PNDC have been conducted in two main stages, 
corresponding to the two operational modes mentioned earlier. The first stage is focused on testing the local 
mode, while the second stage concentrates on testing the wide-area operational mode using a Power-
Hardware-in-the-Loop (P-HiL) test setup, which was established and configured specifically for the EFCC testing 
regime. For the wide-area mode tests, the impact of communication performance on the EFCC scheme's 
operation was also evaluated. Therefore, the final test report contains three main parts, i.e. local mode tests, 
wide-area mode tests (with ideal communication network conditions), and communication impact tests.  

This document constitutes the first part of the overall final test report and presents the results from the first stage 
of tests concerned with evaluating EFCC performance when operating in local mode. In this mode, the LC does 
not have access to wide-area measurement signals (or it neglects those signals if the controller has been 
intentionally set to operate in local mode). Test results for the EFCC systemôs performance in wide-area mode 
and the impact of communication performance on EFCC will be reported in separate documents.  

In the tests, analogue voltage signals from RTDS simulations are used to control the 1 MW-rated Motor-
Generator (MG) set at the PNDC to emulate various frequency events on the physical test network. A physical 
PMU is connected to the PNDCôs physical network to measure and pass local measurement data as input to 
the EFCC LC. A controllable 100 kW load bank is used as the resource under the control of the LC; this control 
is effected through communications using the Modbus protocol. The operation of the LC is tested under a variety 
of system conditions: under-frequency (with different overall magnitudes of frequency dips and rates-of-
change), over-frequency (with different overall magnitudes of frequency rises and rates-of-change) and fault 
events (with varying durations and voltage depressions) for a range of different EFCC configurations and under 
conditions that reflect a range of different resource availabilities. These tests are used to understand the 
operation of the scheme and to de-risk it (through modifications and remedial interventions to the EFCC 
hardware and software) prior to its deployment in the field. The tests also contribute greatly to the understanding 
of the EFCC schemeôs operation, its effectiveness and its impact on system operation, and provide information 
that is being, and will continue to be, used in dissemination exercises and by the project partner GE in modifying 
and enhancing the functionality of the EFCC scheme.   

During the tests, several instances of non-optimal, and in some cases undesirable, EFCC system behaviour 
were identified and observed (e.g. failure to automatically switch to local mode when required, non-operation 
during certain frequency disturbances, etc.), which have been reported to GE. GE has worked to update the 
system in response to these observations and multiple upgraded versions of the system have been released 
during the test programme to address the identified issues and improve certain aspects of the systemôs 
operation. As mentioned earlier, this has also provided useful learning relating to the practical applications of 
the EFCC scheme and de-risking it in advance of field trials and adoption in business as usual.  

The results presented in this report relate to the latest version of the controller and show that the LC is capable 
of successfully detecting both under- and over-frequency events and deploying the required amount of resource 
as appropriate. Various levels of delay in event detection and resource allocation have been observed. During 
fault events, all physical faults applied in the PNDC network have been successfully detected and no resource 
has been incorrectly deployed. A delay of approximately 0.5 s in fault detection has been observed following 
the fault voltage threshold being violated. It was advised by GE that such behaviour is expected and the delay 
is caused by the low pass filter implemented in the controllers.  

This report also highlights a number of aspects of the scheme which do not affect the fundamental operation, 
but could potentially be improved. Recommendations for such improvements and a summary of the experience 
gained that could be useful for rolling out the system are also presented.  
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1 INTRODUCTION 

The role of the UoS within the EFCC project is to provide a realistic testbed using the facilities at the PNDC and 
conduct comprehensive validation of the scheme against its design specifications. The test activities present a 
complementary stage of validation to the tests conducted at the University of Manchester (UoM), where a 
Hardware-in-the-Loop (HiL) configuration has been established to evaluate the EFCCôs performance within a 
purely simulation-based environment. At PNDC, the EFCC controllers are interfaced with a physical load bank 
and receive measurements from a physical PMU measuring the physical network voltage, offering a highly 
realistic test environment prior to field trials and grid deployments. The test activities have been defined in the 
test proposal document [1], which was developed by UoS, UoM, NG and GE.   

The EFCC scheme has two main operational modes, wide-area and local mode. The wide-area mode is 
considered as the normal operational mode and is used when wide-area measurement signals are available 
and with sufficiently good quality, while the local mode is used when the wide-area communication links are lost 
or the wide-area data quality is too poor for making reliable system wide decisions. The LC can also be 
intentionally set to operate in local mode if required. Therefore, the test activities have been conducted in two 
main stages corresponding to both of the LCôs operational modes.  

The first stage aims to verify the controllerôs response to various events to test its dependability and security 
when operating in local mode. The LCôs responses are compared to the expected responses defined by GE. 
The tests use network models in the RTDS to conduct a wide range of simulations, where the associated signals 
are used to control the MG set to drive the network to emulate a wide range of under and over-frequency events.   
Faults are also applied in simulation and in the PNDC physical network to test the security of the LC under its 
local mode, i.e. the capability to remain stable for events that do not require frequency response.  

The second stage will incorporate wider-ranging closed-loop tests for testing the wide area operational mode of 
the scheme, including two LCs and three Regional Aggregators (RAs). An emulated Central Supervisor (CS) is 
used to supply resource information to the LCs. The EFCC scheme will also be assessed from the perspective 
of dependability under a range of frequency events and from the perspective of security under non-frequency 
events. By closing the loop, the effectiveness of the control actions from the LCs to restore the frequency will 
also be examined. Furthermore, the impact of the communications systemôs latency and jitter upon the 
performance of the EFCC scheme will also be evaluated in this stage of test. 

This test report presents test activities and results of the first stage test of test for validating the LCôs local mode. 
The test results for the second stage wide area mode tests will be presented in a separate report.  

This document is organised as follows: in Section 2, the objectives for the tests are defined; the test configuration 
is described in Section 3; the limitations of the tests are described in Section 4; the test results for under-
frequency events are presented in Section 5, for over-frequency events in Section 6, and for fault events in 
Section 7. Conclusions of the tests and recommendations for potential improvements of the EFCC scheme and 
future work are provided in Section 8. 
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2 OBJECTIVES 

According to the EFCC user manual produced by GE [2], it is known that in local mode, the LCs operate purely 
based on the local PMU measurements. The LCs will automatically switch to this mode when the wide-area 
measurement signals become unavailable (or the quality of the data received is not sufficiently high for wide-
area operation1). Alternatively, the LCs can also be intentionally configured to operate in the local mode through 
settings, where the wide-area signals will be ignored even when they are available and with good quality.  

In the local mode, the LCs will control the resource to provide response in five stages, each stage operates 
according to a frequency and RoCoF threshold in the resource allocation block. The use of RoCoF thresholds 
is optional and they can be enabled or disabled with a dedicated setting. When the RoCoF thresholds are 
disabled, LCs only use the measured frequency for decision making and when the frequency exceeds each of 
the five pre-defined thresholds, 20% of available resource will be deployed. When the RoCoF thresholds are 
enabled, LCs evaluate both measured frequency and RoCoF values using the associated thresholds, and only 
when the frequency and RoCoF thresholds are both violated, 20% of available resources will be deployed at 
each stage. It should be noted that in the event detection block, there are also a frequency and a RoCoF 
threshold, but they are only used for detecting whether there is a frequency disturbance and not for determining 
the amount of the resource to be deployed. More details about the frequency and RoCoF thresholds are 
available in the EFCC user manual [2].  

The LCs are also equipped with a fault detector for the local mode to identify disturbances caused by electrical 
faults in the network, thereby blocking the event being detected as a frequency event (i.e. mismatch of demand 
and generation) and resource being deployed unnecessarily.  

The objectives of the tests presented in this report are to perform comprehensive validation of the LCsô functions 
in the local mode as described above, and they are described in more detail in the following subsections.  

2.1 Validation of the communication interfaces between the EFCC controllers and the 
physical PMU with the PNDC facilities 

At PNDC, five EFCC controllers (three RAs and two LCs) and one physical PMU were received for the testing. 
During the Site Acceptance Test (SAT), initial validation of the communication interface was conducted, i.e. it 
was demonstrated that the devices can successfully communicate with each other and also with the PNDC 
facilities, e.g. the RTDS, the PC hosting PhasorPoint (Phasor Data Concentrator), the PC with Straton (a 
software platform for LC and RA configuration), the load bank, etc. However, there are a number of aspects that 
were not validated during the SAT: 

¶ the local PMU was previously connected to an Omicron amplifier as opposed to the physical network, 

so an appropriate connection point in the Low Voltage (LV) test bay at PNDC should be identified and 

a voltage transformer with appropriate specification is required to interface the PMU with the LV test 

bay connection point.  

¶ the communication switch used during the SAT was from GE, but the actual switch used for testing is 

from Cisco (IE4010), where different configuration is required. 

¶ the configuration of the data being communicated was not validated, e.g. the conversion of positive 

response command from the LC need to be specifically configured so as to provide meaningful input 

to the load bank to adjust the load level; the PMU need to be properly configured to reflect the actual 

voltage level of physical network and the installed VT ratio.  

The issues listed above were not addressed during the SAT and are covered in this set of tests to avoid any 
undesirable behaviours of the EFCC scheme resulting from inappropriate setup of the scheme and the testbed.   

                                            

1 More detail on how the quality of the received data will affect the operation of the EFCC scheme is provided 
in the report " Testing of the Enhanced Frequency Control Capability (EFCC) Scheme: Part 3 - Communication 
Tests ".  
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2.2 Evaluation of the dependability of the EFCC controllers 

Dependability is originally defined for evaluating the capability of protection systems to operate for faults that 
require protection action. In this project, this term is used to evaluate the EFCC schemeôs capability to react to 
frequency events (i.e. events leading to power imbalance in the system) that require control actions (i.e. 
frequency response). It measures the sensitivity of the EFCC scheme to detect frequency events and send 
control commands.  

In this set of tests, the dependability of the EFCC scheme under its local mode will be comprehensively tested 
through evaluating its behaviour in a wide range of under- and over-frequency disturbances with different 
settings and resource availability conditions.  

2.3 Evaluation of the security of the EFCC controllers 

Security is a term that is also originally used in protection systems to indicate the capability to stay stable (i.e. 
non-operation) in non-fault situations. In this work, the term is used to represent the capability of the EFCC 
scheme to remain stable during non-frequency events that do not require frequency response (e.g. faults), i.e. 
the EFCC scheme should not detect faults as frequency events and should not deploy a frequency response.  

In this set of tests, different types of faults are applied in the physical network.  These faults will lead to different 
levels of voltage dip and frequency deviation, which allows the comprehensive testing of the EFCC schemeôs 
behaviour under different scenarios.   
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3 TEST CONFIGRUATION 

Figure 1 shows the test configuration at the PNDC for testing the LCôs local mode. A network model was created 
in RTDS, where different network disturbance scenarios can be emulated. The frequency signal from the 
emulated events is used as the input to the specially-designed frequency controller, which controls the MG set 
to precisely follow the frequency command signals. The design of this dedicated controller is described in detail 
in [3]. The controlled MG set drives the PNDC physical network, which contains both HV (11 kV) and LV (400V) 
voltage levels.  A physical PMU is connected to the LV network bay collecting the local measurement for the 
LC using the IEEE C37.118.2 standard [4]. The load bank is also connected to the LV network, acting as the 
resource to be controlled by the LC. Local resource availability information is encoded in the Straton workstation. 
When a frequency event occurs, the LC will make decisions purely based on the local PMU measurement and 
the resource availability information. If frequency response is required, a command will be sent from the LC to 
the load bank using the Modbus protocol [5].  

Figure 2 shows a number of other facilities and software packages used in the tests. The PC running RSCAD 
is used to configure the RTDS network model and triggering various disturbance events.  The Straton PC allows 
the configuration of the logics among various EFCC functional blocks and the visualisation of values of the 
associated variables being used by the functional blocks [2]. The PhasorPoint PC hosts Phasor Data 
Concentrator (PDC), i.e. the server that captures all the IEEE C37.118.2 PMU streams, which also includes a 
set of inputs and outputs from the LCs and RAs. The PhasorPoint PC and the PC running RSCAD are the main 
devices for capturing test data.  

 

Figure 1. Schematic of the first stage local mode test configuration 

 

Figure 2. (a) PC running RSCAD; (b) PCs hosting Straton and PhasorPoint   
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4 TEST LIMITATIONS AND ASSUMPTIONS 

Although the test environment has been specifically designed and implemented to be realistic, there are a 
number of limitations that are unavoidable compared to an actual environment where the controllers are 
ultimately installed. These limitations are listed as follows: 

¶ When testing the RoCoF and frequency thresholds in the LC that govern the event detection and 

resource allocation, events are emulated to be above and below the thresholds to test whether the 

system would react or not respectively. The marginal error in RoCoF and frequency measurements 

violating specified thresholds and triggering an LC response are only partly evaluated in these tests.  

¶ Although the tests are carried out on a physical network, which is more realistic than simulation-based 

tests, it is anticipated that the systemôs behaviour will not always match that of a real grid. For example, 

during fault tests, the network is driven by an MG set which has relatively small inertia, whereas in a 

real environment, the LC could be installed in a distribution network connected fed from a strong grid, 

so the frequency, RoCoF and voltage dynamics could be different from what was observed in the tests.  

While the fundamental working mechanism of the EFCC scheme was explained by GE via training sessions 
and the user manual, it should be noted that the implementation of the algorithms of the scheme are not 
transparent to PNDC, so the nature of the tests conducted are black-box tests and will therefore requires some 
input from GE to interpret the test results.       
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5 UNDER-FREQUENCY TESTS 

In this set of tests, events that lead to different frequencies below nominal levels and RoCoF values will be 
emulated in the PNDC physical network for testing the LCôs performance during under-frequency events. The 
following two main scenarios will be tested:  

¶ LC only uses frequency thresholds, with RoCoF thresholds disabled  

¶ LC uses both frequency and RoCoF thresholds for resource allocation  

The first scenario allows the test of the LCôs functionality of the five frequency thresholds, while the second 
scenario allows further validation of the RoCoF thresholds.  In the tests presented in this section, the LC is 
commanded to operate in local mode through the dedicated setting with all the RAs connected and streaming 
data. The LC is expected to ignore all the wide-area signals and only use local measurement for decision 
making. Additional tests are reported in Appendix A, where wide area communication channels are intentionally 
disconnected, thus validating the LCôs function to switch from wide area mode to local mode.  

In all of the tests presented in this section, the resource availability information is listed in Table 1. It should be 
noted that  

Table 1. Resource availability information of the load bank 

Parameter Value 

Availability True 

Positive available power 50 kW 

Negative available power 50 kW 

Positive power response time 1 s 

Negative power response time 1 s 

Power ramp up rate 30 kW/s 

Power ramp down rate 30 kW/s 

Positive power max duration 10 s 

Negative power max duration 10 s 

5.1 LC only uses frequency thresholds for resource allocation with RoCoF 
thresholds disabled 

In the following tests, the RoCoF thresholds are disabled, i.e. the LC will make decisions based only on the 

measured frequency values. The associated settings for the tests are listed in Table 2. The LC is still connected 

to the RAs but it is intentionally set to local mode through its setting, so the wide-area monitoring signals are 
expected to be neglected and only local measurements will be used for decision making.   

Table 2. Settings in the LC for Test UF-1 

Logical node: EvDeTFRC1 (Event Detection) 

Under-frequency RoCoF threshold (sUnFreqRCFThr) 0.12 Hz/s 

Under-frequency threshold (sUnFreqThr) 0.6% (0.3 Hz) 

Local mode status (sLocCtrl)   True 
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Logical node: RsrcAIGAPC1 (Resource Allocation) 

RoCoF thresholds status (sUseRCFLims) False 

Frequency thresholds (Hz, sFrqLThr) 49.7, 49.6, 49.5, 49.4, 49.3 

Local mode status (sLocCtrl)   True 

5.1.1 Test UF-1.1: frequency nadir does not violate any under-frequency thresholds 

In this test, a loss of generation event that results in frequency nadir above all the under-frequency thresholds 
is triggered, i.e. no frequency threshold is violated, so no resource should be dispatched.  

The test results are shown in Figure 3. The first plot is the frequency in the physical network measured using 
the RTDS virtual PMU and the physical PMU (data from PhasorPoint). The second plot is the RoCoF value 
measured by the LC and retrieved from PhasorPoint. The third plot shows the event detection flag signal 
recorded in PhasorPoint; the fourth plot shows the positive and negative response commands from the LC 
recorded in PhasorPoint; the fifth plot shows the active power output from the MG set recorded in the RTDS; 
and the last plot is the voltage measurement at the MG set terminal in the HV network using the RTDS PMU 
and the LV network (load bank connection point) using the physical PMU respectively. It can be seen that the 
data has been collected from two sources, i.e. RTDS and PhasorPoint ï this is because the PhasorPoint does 
not have access to the MG set terminal measurements, so the power output from the MG set needs to be 
recorded in RTDS2. In the rest of the section, the same plot arrangement will be used for presenting test results, 
so the meaning of each plot will not be repeated. Key points in time are heighted using dashed lines and a 
number. 

Table 3 provides a list of key observations during the tests. The event occurs at 1.50 s (T1), following which the 
frequency starts to decrease. At around 3.70 s (T2), the RoCoF value measured by the LC violated the event 
detection threshold 0.12 Hz/s and the event detection flag becomes true. The frequency drops to its nadir 49.73 
Hz at around 5.80s (T3), which is above the first frequency threshold. From the fourth plot, it can be seen that 
no resource is deployed, which is as expected. During the frequency disturbance, the voltage level (shown in 
the last plot) measured at the HV and the LV point experienced a level of disturbance as well, which results in 
the change in measured demand level at the MG set output.  However, it is clear that no change to the load 
level was instructed by the LC.  

In this test, the LC was not expected to provide any response and from the test results, it can be seen that the 
LC has successfully behaved as required.  

                                            

2 The presented data has been processed so that the time of the recorded data set from two sources is aligned. 
The frequency signal recorded in RTDS and the physical PMU has been used for aligning the data.  
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`  

Figure 3. Results for Test UF-1.1  

Table 3. Key observations from Test UF-1.1 

Time Observations 

1.50 s (T1) Event occurs 

3.70 s (T2) RoCoF drops below -0.12 Hz/s and event detection flag becomes 
high 

5.85 s (T3) Frequency drops down to the nadir of 49.73 Hz 

5.1.2 Test UF-1.2: validation of the first under-frequency threshold 

In this test, the LC is tested in an under-frequency event that leads to a frequency nadir between 49.6 
Hz and 49.7 Hz.  The frequency nadir is below the setting of the first under-frequency threshold but 
above all the other thresholds, so it is expected that only 20% of the resource should be 
deployed.  

The test results are shown in Figure 4 and key observations are listed in Table 4. The event occurs 
at 1.50 s (T1), which leads to the largest RoCoF of around 0.1 Hz/s at 3.80 s (T2). This is still below 
the event detection RoCoF threshold, so the event detection flag remains low. The frequency drops 
below 49.7 Hz at 4.80 s, which violates the event detection frequency threshold and also the first 
stage resource allocation under frequency threshold.   

The event is detected at 5.92s (T3) with 20% of the resource deploy at the same time.   Following the 
command, the load starts to drop from 44.48 kW to 36.20 kW at around 6.57s (T4). The resource 
deployment command remains at 10 kW until 11.38 s when the frequency recovers above 49.7 Hz 
and the resource command starts to ramp down.  
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The LC has successfully performed its function in this test. However, an approximate delay of 0.65 s 
between the command signal change and the actual change in the load level was observed.   

 

Figure 4. Results for Test UF-1.2 

Table 4. Key observations from Test UF-1.2 

Time Observations 

1.50 s (T1) Event occurs 

3.80 s (T2) RoCoF drops to its minimum value of -0.1 Hz/s 

4.80 s Frequency drops below 49.7 Hz  

5.92 s (T3) The event detection flag becomes high and 10kW (20%) of positive 
response requested by the controller  

6.57 s (T4) Load drops from 44.48 kW to 36.20 kW 

11.38 s LC starts to ramp down positive response request  

13.09 s Load starts to ramp up  

5.1.3 Test UF-1.3: validation of the second under-frequency threshold 

In this test, the LC will be tested in an under-frequency event that leads to a frequency nadir between 
49.5 Hz and 49.6 Hz.  The frequency nadir is below the setting of the first two under-frequency 
thresholds but above the other thresholds, so it is expected that a total of 40% of the resource 
should be deployed.  
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The test results for Test UF-1.3 are shown in Figure 5 and key observations are listed in Table 5. The 
event occurs at 1.50s (T1), which leads to the RoCoF violating the event detection threshold -0.12 
Hz/s and the event detection flag becoming high at 3.70 s (T2).  

The event leads to a frequency nadir of 49.56 Hz, which violates the first two frequency thresholds, 
i.e. 49.7 Hz at 4.26 s and 49.6 Hz at 6.45 s. The LC correctly dispatched 20% of negative response 
at each step of frequency violation with an average delay of 0.35 s. Following on each positive 
response request command, the load bank successfully reduced its demand with an average delay 
of 0.74 s 

 

Figure 5. Results for Test UF-1.3 

Table 5. Key observations from Test UF-1.3 

Time Observations 

1.50 s (T1) Event occurs 

3.70 s (T2) RoCoF drops below -0.12 Hz/s and event detection flag becomes high 

4.26 s Frequency drops below 49.7 Hz 

4.60 s (T3) 10kW (20%) of positive response requested by the controller  

5.19 s (T4) Load drops from 44.45 kW to 36.20 kW 

6.45 s Frequency drops below 49.6 Hz 

6.80 s (T5) Positive response request increases from 10kW to 20kW by the 
controller 

7.69 s (T6) Load drops from 36.20 kW to 27.00 kW 
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12.50 s Frequency recovers above 49.6 Hz 

14.35 s (T7) LC starts to ramp down positive response request 

15.18s Load starts to ramp up 

5.1.4 Test UF-1.4: validation of the third under-frequency threshold 

In this test, an under-frequency event that leads to a frequency nadir between 49.4 Hz and 49.5 Hz 
will be emulated in the PNDC network. The frequency nadir is below the setting of the first three 
under-frequency thresholds but above the other thresholds, so it is expected that a total of 60% of 
the resource should be deployed, with every 20% of the resource being dispatched when a 
frequency threshold is violated.  

The event results in a frequency nadir of approximately 49.44 Hz. The first three frequency thresholds 
are violated at 3.65 s, 6.38 s and 6.78s respectively. The LC correctly dispatched 20% of positive 
response at each step of frequency violation with an average delay of 0.47 s. Following on each 
positive response request command, the load bank successfully reduced its demand with an average 
delay of 0.54 s. 

 

Figure 6. Results for Test UF-1.4 

 

 

 

 






































































































































































